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Adaptive Intrusion Detection Systems using Neighborhood Rough Set

and eXtensive Learning Classifier System (XCS)
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ABSTRACT

The world has now entered into an era of digital revolution. The growth of the internet has been
creating an impact on business operations and people daily life. Information is exchanged easily and quickly
over the Internet, including confidential information. Therefore, the issue of data security has more interested.
Intrusion detection systems (IDS) is one of the tools that protects the data from intruder. Usually, IDS is
based on the basic principles of pattern recognition of normal use or intrusion behavior. However, the
intrusion patterns are emerging all the time. It is therefore difficult to create an IDS that as up-to-date as
intrusion patterns. So, the idea of applying machine learning and artificial intelligent techniques to create IDS
is a very challenging problems. In this paper, we proposed a combined technique between neighborhood
rough set (NRS) and learning classifier system (XCS) to create an IDS that can be adapted to the patterns of
intrusion. NRS is used to determine the level of abnormality of the data set, a process called Abnormal
Quantization (AQ), before feeding as a training set to XCS. AQ treats the data set to more distinct and easier
to distinguish, it extracts the dominant feature using the concept of lower and upper approximation regions in
NRS. Experimental results are illustrated that proposed system offers high performance than other classifiers

used in the experiment, comparing the ability to classifiy intruder behavior from normal user behavior.
Keywords : Data Quantization, Intrusion Detection System, Neighborhood Rough Set
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8101 %aqmé’num: AL HGE rindoya
1 duration length (number of seconds) of the connection continuous
2 protocol_type type of the protocol, e.g. tcp, udp, etc. discrete
3 service network service on the destination, e.g., http, telnet, etc. discrete
4 src_bytes number of data bytes from source to destination continuous
5 dst_bytes number of data bytes from destination to source continuous
6 flag normal or error status of the connection discrete
7 land 1 if connection is from/to the same host/port; 0 otherwise discrete
8 wrong_fragment number of ““wrong" fragments continuous
9 urgent number of urgent packets continuous

A1519N 2 AN B USUTNS L ARIVBINILTANG

8101 %aqmé’num: AP HGE rindoya
1 hot number of ““hot" indicators continuous
2 num_failed_logins number of failed login attempts continuous
3 logged_in 1 if successfully logged in; 0 otherwise discrete
4 num_compromised number of ““compromised" conditions continuous
5 root_shell 1 if root shell is obtained; 0 otherwise discrete
6 su_attempted 1 if “su root" command attempted; 0 otherwise discrete
7 num_root number of “‘root" accesses continuous
8 num_file_creations number of file creation operations continuous
9 num_shells number of shell prompts continuous
10 num_access_files number of operations on access control files continuous
1 num_outbound_cmds number of outbound commands in an ftp session continuous
12 is_hot_login 1 if the login belongs to the ““hot" list; 0 otherwise discrete
13 is_guest_login 1 if the login is a “’guest"login; 0 otherwise discrete
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aau %aqmé’fﬂum: seazdun rindoya
1 count number of connections to the same host as the continuous
current connection in the past two seconds
Note: The following features refer to these same-host connections.
2 serror_rate % of connections that have "SYN" errors continuous
3 rerror_rate % of connections that have ""REJ" errors continuous
4 same_srv_rate % of connections to the same service continuous
5 diff_srv_rate % of connections to different services continuous
6 srv_count number of connections to the same service as the continuous
current connection in the past two seconds
Note: The following features refer to these same-service connections.
7 srv_serror_rate % of connections that have "SYN" errors continuous
8 srv_rerror_rate % of connections that have “"REJ" errors continuous
9 srv_diff_host_rate % of connections to different hosts continuous

1)

(unauthorized access to local supervisor privileges)

Normal

LLu'mmgiJLLuumiqngﬂvlﬁLﬂu 5 EULLU‘U Ao

2)

DoS (denial-of-service)

4)

3) U2R

A1319N 4 msm:mmé’mm*’g@%gah KDD-99 @I’]&l’ﬁﬁ@ﬂ’]ilﬂ!ﬂiﬁﬂ

R2L (unauthorized access from a

probing) AILFAIIUATNN 4 Uaz 5

remote

machine) ez 5) Probe (surveillance and other

Normal Dos R2L Probe U2R
3% 1IN 3% 1IN 3% 1IN 3% 1IN 3% 1IN
normal 60,593 apache2 794  guess_passwd 4,367 Ipsweep 306 buffer_overflow 22
pod 87 multihop 18 portsweep 354  loadmodule 2
smurt 164,091 named 17  saint 736  perl 2
back 1,098 Phf 2 mscan 1,063 ps 16
land 9 sendmail 17  nmap 84  rootkit 13
mailbomb 5,000 snmpgetattack 7,741  satan 1,633  sqlattack 2
neptune 58,001  xlock 9 xterm 13
processta 759  xsnoop 4
teardrop 12 ftp_write 3
udpstorm 2 httptunnel 158
imap 1
snmpguess 2,406
Spv -
warezclient -
warezmaster 1,602
worm 2
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A13719N 5 ﬂ’]iﬂi:ﬁ]"lﬂﬁ’l‘ﬂﬂygﬂ‘ﬁ’ﬂﬂﬂlu KDD-99 (ﬂ’]&l'ﬂi:ﬂ'ﬂﬂ’]ii{ﬂ?ﬂ

5 . N13N3LAYA
ﬂqsﬂszﬁ)'\ﬂﬂ’)ﬂaﬂﬂla%‘la N
Normal DoS R2L Probe U2R
FIWITLDD 60,593 22,853 16,347 4,166 70 111,146
Aalluiasas 58.25 21.97 15.71 4.00 0.07 100

Neighborhood Rough Set

L@ (rough set: RS) siaualae Palawk
(1982) danaifunWioaIzulIngueId20E79
(Samples) luzataynaaniu 2 ndu Aa Aufuan
(Positive Region) wazANUNYa UG (Boundary Region)
Tagnaanuuuanldinnuiudayandenla
daifias (Discrete value) Niinaglwaasiia (Finite
set) LYt LL@iLﬁmmﬂiwwmmgnﬁwmﬂs:qmﬂ"ﬁ
28U IHANE asnuluiaidanisdiniTiiaue
g a K ldl o v v
danaifiufvildndisasuisndzgndliiugae
o Aa A ' v A v a '
Toyanddrdaifiasunzenlddaifiasld 1Sondn
“Wizainulalndidss” wia Neighborhood Rough
Set (NRS) (Hu et al., 2008) TI&1015085L18NT
. ve
aulaasit

a d. o v v > Aa
WBINN 1: ﬂ’]‘ﬂu(ﬂl‘ﬂ"ﬂBNRBQEULLUUGHS’]\W]@@%I%

a
aae d

IS=<U,A>1lan U fegiiifaflaiduioading 9
Ssananidu {x1, x5, ..., Xy} uaz A = {CU D} Aa
Lsm‘*um@mé'ﬂwmzﬁvlmﬂummw Fofiausnidn
{a,,az, ..., apm} IEEmIVSwunaanBnlugiisa
e ¢ Qmé’nwmzlﬁiauvlm (conditional attributes)

uaz D Aanuansucdaaduly (decision attributes)
RYIUN 2: T1RUAIA xEU way BSC wan

WariTubugalndifing (Neighborhood) &5 (x;)

va368ts x; lwaades B munniionwlaaai
SB(xi) = {lex]'e U, AB(xi,xj) < 8} (1)

a A A a a € P
Wa & Aad1aIn war A AalunIng Iﬂil“(]“qﬂ X1,

X, uaz X3 Iugiidse Uazuisg 3 Heuludalud

1) Ag(xpx,) = 0, usz Ag(xpx,) = 0 fidaiile
x1 =X, 2) Ag(xy,x7) = Ag(xpx1) uaz 3)
AB(xlr x3) S AB(xlr x2) + AB(x2r X3)

a I~ o ' a a
WINTHY X; Uae Xy LTud20813N%
amansmzawia m N6 A = {aq, az, ..., )
wazimuald f(x,a) Ao HeadTunadsdna1vas
ot x; lulaN ith veiqmansme a; 81810
aTUNHIZYININTENIN X UAT Xy G28WINT U

Minkowski @97

Ap(xy,x3) = (Z?ﬁ |f (xq,a;) —
f Gz a) PP 2)

Fawansuszaznishinianueld P=1  (Aq)

D.

= '

LN VULYINUNIATWI2 8= N9 Manhattan
fdnuald P =2 (A,) azfisuvinnuweiau
Je82N19 Euclidean WAzl gUWNNIATUIZHZNS
Tehebyshev @AW UALA P =0 a9 bsniany
?Ta%m‘l,u KDD-99 Lﬂuiagaﬁﬁmﬁﬂqmﬁﬂwmmau
A3z I19UI2LANAILEY (numerical data) 11U
UszLAnngy (categorical ~ data) EEDORT AR e N
i:ﬂ:maﬁmmmuﬁ'ufm&aluﬁﬂwmzwauf:ﬁdtq]n
#LRUA (Wang, 1999; Pan and Billings, 2008) L%
WanT% HEOM (Heterogeneous Euclidean Overlap
Metric), VDM (Value Difference Metric), HVDM
(Heterogeneous VDM), uaz IVDM (Interpolated
vDM) iudn Weraw HEOM Judalad19va9
Werdunaansoldiaszozneszning 2 drog9id

Qmé’nwmnmuwaﬂ@i’ ffenuaedh (Wang, 1999)

HEOM = [STL,wo X d3,(rapve) — ©
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a a .

We m fe uinasigmansme Wg, fe @

e . "
intinvasquanume @; uaz dg (x,y) @e

]
=

YN NILRINBEN x Uaz y lash

1, winlinsud1vas X wie Y
do,(x,y) = overlap,, (x,y),  win a; audnsuzdszannga (4)

Tndiffa_(x. ), wn @; quansuzlszandILey
i

LR

0, dwnx=y
overlapai(X; y) = {1 otherwise

Maigr, (6¥) = lx = yl/ max — min

fyINN 3: AuAlA < U, R > Lﬂuﬂ%gﬁmmm
Uszanaueiugalndifsd (Neighborhood Approximation)
A A A acs§ . o ' A

Wa U fe ghiiTsvednguaiadns R Ao

e ot 6 1 v A Q ] d‘
mmauwuﬁmuﬁ;ﬂiﬂamﬂwmmamﬂu U lagn

Vx,y € U,R(x,y) =1&wmny €
6(x)dli R(x,y) =0 (5)

MBU < U,N> ##nsuwdaz x S U a1w19n
wigaagdaanily 2 watoy Ae LalszuIeEd
(Lower Approxi-mation: NX)) waztuaiseuiasun

o

(Upper Approximation: NX) wos X Sfenudsit

NX = {x;18(x;) € X, x; € U} (6)
NX = {x;16(x) N X # @,x; € U} (7)

= d. o v e a [ L)
#awn 4: fnualdarsaadulagugalndifo
(Neighborhood Decision Table) NDT =< U,C,D >
A a a v
use Xy, Xz, .. Xy 0o igiidaswas U/D uad
AT UANIAATRL NpD Lazlaalszunmun
aadula N;D vasqmianumzaadula D iflouidss

NUAMANETIAE B € C AN

NpD = UiL; Np X; )

NgD = UM, N; X; o)

e NpX = {xj|53(xj) CX,xi€U} uaz
NpX = {x;|65(x;) N X # @, x; € U}

AIUUNUNUSII MV VAGARWLA (Decision
Boundary Region) vadfmansmzanfula D

a a o o Py Aa o &
LﬂﬂULﬂﬂGﬂUﬂmﬂﬂHmzNﬂuvLT B 431003

BN(D) = NgD — NgD (10)
pranan lainuSinameuaaaauls BN(D) fe
ﬂ%gﬁm’aUmaamjuﬁaaﬂwﬁagm@ﬁnm 55(%)

' [

Lﬁmﬁ'uu@iﬁmmaaQmaﬂwm:é'@'ﬁulwinﬁ'u

Tuamsfivadszuimansaasula NyD do U3ndl
sJ'amJmmjwﬁmsmﬁa%imu%nm 55 (x) L@AINH
wazddrvasquansusaadulamouniun ngw
éﬁaﬂwaﬁgn%’aagﬂiluﬂ@;uu'%nmmamm@é’@%ula
BN(D) mamaﬁ%gm‘imuﬂﬁﬂvlﬁdm Tuymef)
é'haﬂwaﬁgn%’mgiumeﬂi:uwmmoﬁ@aﬂa NgD
PNIUUNYNGBILEND
eXtensive Learning Classifier (XCS)
i:UUL’%ﬂuqﬁTﬁ]"ﬂLLuﬂﬂizmﬂ (Learning Classifier
System : LCS) #aualas Holland (1976) 1iu
5:U1Jﬁﬁ1mmmungﬂuﬁyugﬂu (Rule-Based
Sstem) lutaandaun Wilson (1995) latianwam
@a8aa L38Nn91 (eXtensive Learning  Classifier
System : XCS) Iﬂmﬂgﬂ%aﬁ’nﬁ%mﬂﬂ‘szmﬂ (classifier)
ardsznavludie 2 ®IUNAN FIULIN A §IU
condition-action 183NJ) Iﬂﬂﬁ condition WNNUNY
MuIRENaWIT (ternary) LaUA “0°, “1”, W3 “#
WA e action a:gmmué’aUmﬁmmsmmumﬂ"lﬁ
%’ﬂmu%%aé’zyé’nmii:ymim:ﬁw v “de”, “Ua’,
“REITNE”, WD 82911 11 LATEIURGS Aa
winiiaafisouivaing figadaludl 1) prediction

payoff (p) LHuFaatauvinuwe
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| 0011

Environment |I

Y

Detectors

[P] match

Y

P £ 3
#011:01 43 .01 99
11#8:00 32 13 9
BO##E 11 14 .05 52
001#:01 27 24 3
#O#1:11 18 .02 92
1#01:10 24 17 15

Match Set
[M]

#O#E 11 14 05 52

#O#1:11 18 02 92

Prediction
#011:01 43 01 99 Array

001%:01 27 24 3 _’ml 425 nil 16.6 001£:01 27 24 3 |oggd

“left”

| Effectors

01

Reward
Action Set
[A]

action | #011:01 43 01 99

selection

AN 1 MIvanuuas XCS

nanauunufiazldy (reward) 99nn13N32¥A action
yasddunndssiandatiuaanllsiFiuaaden
2) error (€) Hudnadprasanufanaialunis
wenanauun 3) fitness (F) 1udArszyanu
W TatovosfasuwndIzan uaz 4) niche size
estimate (0) Huwwifesntsuannsiidiniow

o o

PaIa231uunnIzian f‘l”liL%U%i“ﬂﬂdﬂ’Jﬁ]’]LL%ﬂ

U32LAN XCS  QILFAIATNAINN 1 VVUA
a9eialUd
n‘ v dl v t:l £
1) BUAUNVBYIFDIUSVBITILIANDN
1 [ v
X ={x;,x, ..., %} QNFINIH Detector LU1UN
= a o ' vy ,
WIBULnaUNUEIK condition={cy, ¢y, ..., €, } VBILLG

o o aa v
a:ﬂ’lﬂﬂLLuﬂﬂi:Lﬂ‘ﬂ‘ﬂ&lﬂﬂl%j?%“ﬂEJ%JE\]“IJI’J\‘iﬂ.Z] [P]

U

o o %

A a ' o 5
WIal3uninYszrnTvaIaIsIuunlIzian) g6
duundszianle 9 Alanuseaadasiuduna X
sruyazindrduwndszianaraanad lulalilu
Match Set [M] dwamaidTouifisulifiarduun
Uszinnla 9 lu [P] Alanuseandasiudune X

=3 v > o dld v
sruufezaaIduundszianfilanuseansad
o a X ' ° .
AuBuwa X Juanlndud i lulalu (P] uaz (M)

2) 3TUUIZLABN action NLANZENINNNGA
gasarduundszianniiduaundnlu (M law
AavmrndininiitaesiTouivesarsiuun

'
A

Uszinnu 9 Wa'ld action a(t) Nirnnzaw 2UVIL

ﬁwﬁﬁmunﬂszmﬂnﬂﬁﬂu [M] 7% action = a(t)
1u/lda9lu Action Set [A]

3) i action a(t) &9lUnszvAvFILIARoY
s2uua l@TUAMABLLNY r(t) NALAN

4) aNaaunnn a(t) mﬂ%’uﬂgawwmﬁma%
L’%ﬂujmml,wia:ﬁaﬁ‘huunﬂs:mwﬁLﬂuam%ﬂlu [A]
an nmﬂwﬁﬂ'ﬂmé’ana’%ﬁwm Widrow-Hoff delta

AILRAIAINRNNNTAD b7

p<p+B(R-p) (1)

a

MNNRUITYNNTUTUAN € a9k

e<¢e+pP(R-pl-¢) (12)
Usuen o
o, <o, +B(A]-0;) (13)

ﬂ%’uﬂgammmmm:au F 13331n%161a714
accuracy 789UGAazAISUWNLTZLANAS K BRIIN

@ ° ' . S &
161 K 3z w6 relative accuracy K B9N4

ROIENNITOAIWI DL LANRUNITAI
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1, if (& < &)
-V
K= & : 14
ol — | ,otherwise (14)
€

oo K
2K,
]

xe[ A

(15)

#adNtaa K LLﬁqﬁa:ﬁwmiﬂ%'uﬂﬁgwhmm
ANNZRY F a9dt
F « F+B(k'-F) (16)
5) XCS dinalnlunsdunianuilniaes
WU fa discovery WaT covering lagLdazluUaTd
A o ' a v A
FeulalumahnuluudszsanveinaFouiaai
5.1) f1d1Lafy time-step (L1817

duundszinnadluszun) 3nnng drd1uun

ﬂixmwﬁlaglu (Al o wadagdusnnni 6, @
fruald nalnued discovery 2:¥in9nu lag
Genetic Algorithm (GA) az¥inn13tianaidnunn
UTsLANGUUULY (parents) 3143% 2 @2lasRNINTMH
PIMNAINNULANZFN (F) Lﬁasl,%ém%'ua%wagﬂaaa
A (offspring) NI*UIWNIT GA 2xNT2¥iN mutation
Frumaasuiuen allele 1w wildcard (#) @2p6
anuazdn pﬂ LAZNTEYIN crossover LU single
point dsAaNNTU P §1%IUAN parameter
6199 e0uNaALANaWNY parent WIAUNUEIY

fLady Nwu Offspring 71 la liaaslu [P] ud

funludininedu (P Al ldunuinasiuun
Uszinnandundaglu (P laoniadandaduun
UsziandiNazgnunundls Offspring  1huaz
WITHANFN estimated niche size
5.2) namnladfiaasunnilizinnaaleq
welu [P] Nanadasiudunanaiaas nalnues
covering  3£¥1197% lagazainealsuundszian
X ' A o v . a
Fuulna lagndmualiain condion Haaw
3 o A [ o va .
saandaInudunaIaaa’ (fMwualwil widcards

ANEATIEIN) FUAT action IAALAIT AL TELAN

q

10

d‘ v J ] o 1 QI v v a 6
AaTstwanlud snuaduIuanlinuwiiaas
. N . .
#1499 uazsrasuunndssiannaiiswanlnaly
wnunaudnlu [P] laafnsiienalisiuwnydszian
A P waa A o o A &
nazgnunuiazlFindunuiunlslusuaen 5.1

6) M1 Unaa® (1)-(5) IWNINITUVIAA
ANVHANAIAVBINITHIULFEININANN AU KT8

ATUSIWIN-TAUMINE N AnA L

Aad o =3 a @
ADAINLWBWNIFIIAVE
v o A ' = a a o
TuwrdafaznanniyazidaatfisInuss Uy
Q dl wa Y o e d‘ U
mMIaTRdumMIynInAameglanldiiaue ainld
nanldudnwwagnldgnihandszgndldlunig
@7299UMILUNIN (Lee et al., 2000; Cui-Juan Liu,
2007; Mun et al., 2009) ath3lsfianusviaaldgn
sanuuuandmivldiudeyanlidaiias asuunis

%1 WLe ml‘ﬁﬁ'ug@fagammn‘gﬂ KDD-99 &3

uwiayandsznaudiogmanuie (attribute) NilAN
oA oA 2 o A '

daiftasuas laidaiiias 9dpslnszuInnTUURIAN
A o a a g v & 1 o ﬁl

nIan1ivindaadalatoruliidudnladaiias
(discretization) Aawn13in lUlF 1 TInszurwny
ainannanvaziiangyiisinagivesdoyald
LAZD1VLAINANIENUAAUIEENTAINVDINTT

@

mm%’upﬂﬂgﬂ"lﬁ uaﬂmﬂﬁfu"g@iaga KDD-99 1)1
{ A YY)

Tayanfinmawdeuriunuvasngusianisynin
1 v o v o v v
dant9nn virlwarsuundszinndasliaanlu
a Y v =1 1 a a
miGeudeutsannuazinansznudatzininn
o v v a £ 1 Qs
voamsdwungyninaanaing lfudndldisunu
(Hu, 2010) ﬁqzlmqﬁﬂmﬁﬁ'ﬁiﬂﬁﬁwmuameﬂﬂ
o A a o o A
mIrnaaasa lotatulaylt NRS L4310 NRS an
aaﬂLLuumsl,%“L%ﬁ'u"iTaQaﬁﬁqmﬁﬂwm:ﬂﬁmﬁq
1 d‘ ] 1 dl o
WU L ILasLU b daLitad wazgIina bnlums
@ Aa & ’~ a o
TF1rgsnddszlosiuasuSimrauuaanal e
AInuA AL INFNNAZINIINILT NRS azaelun
P a o ° [ @ A a
ﬂi:mum@aﬂmvlmmeua:ﬂﬂﬂﬂﬂgmayaﬂu
o AA o [ v A 2o [
snenzfdsmIvidonliarFouisuuntzinnle

MINANA tALNIN

(2
A A o

a v 6 A v
\‘1'1‘1&'3?]UuN?@IQUizﬁﬂﬂﬂﬂﬂadﬂq‘iLLﬂﬂ

anﬂﬁ&l‘ﬂmﬁqﬂiﬂ (Abnormal behavior) 88n31n

q

flFaulnd (Normal behavior) lasldai3oug
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$runnilszinn xcs andilanannliluidadin
vnuiiinlaassiuinanudusaus asnmsunwn
iayaﬁwammnmmnvumlaa%ayaﬁﬁmmi@uﬁa
% (inconsistent regions) LG fnsmaauriuiu
(overlap regions) %38 HUSLIMVALLVAGARULR
(decision boundary regions) LIw@% (Hu et al.,
2010) é’dﬁ?uiuaﬂuﬁé'mf:gjaLﬁumﬁa%ammmwﬁ'@
2837048 IUNIAINUATEAVIUIIBHALUNG
(Abnormal  Regions) fiawsndayaasnanandng
{igu@laumﬂ%ﬂuﬁmaaé’aﬁwjﬁmuﬂﬂi:mﬂ XCS
daly

Rt 5: Aual NDT =< UC,D >, x; €U,
8(x;) A waalinfinsves x; awdenluauns
(1) uae P(wj|6(xl-)),j= 1,2,..,c fa @1a1u
Wt durednas w; é’dﬁ?uﬂmaﬁﬂﬁuslwmzhugﬂ
Inatfies 6(x;) munTalowunuais NDg(x,) = w,
%10 P(w|6(x;)) = max;P(w;|8(x,)) 15 e
P(w,|6(x)) =n;/K , K fia Srwansandnluiruge
Indifios 8(x) uaz n; Ao Swumundnludiuga
Indidss 8Cx,) Afemamin wj

nfignud 5 aiq‘ﬂvlﬁ?h NDg(x;) fia A&7
anfmualiny x; Tunsdifi x, ¢ NpD laiagluiva
Urzumand Tﬂmﬁmimwmnmmuwuﬂugaa;@flu
shmq@slﬂ&ﬁm S(x;) waz NDg(x;) = w(x;) &0
01N x; € NgD aglj'sl,umﬂizmmsm i w(x;)

Ao ANEIINVDY x;

A13197 6 miﬂi:mmﬁmm"g@iagah FTP-Only

foaaf 6: inualiimavesaanadagula D =
{Normal, DoS,U2R, R2L, Probe} W&7 x; azadlu
|waillaaany (Safety Regions) 61%1N  x; € NyD
W8z w(x;) = Normal, fnuald x; aglunaii
9274 (Monitoring Regions) ©M%11 x; € N_BD e
NDg(x;) = Normal, uazfinnuald x; agluiva
Halnd (Abnormal Regions) 61 xl-vl,mﬂuam%ﬂﬁtd
luatasansuaziuatingzis

5ANYA FTP-Only

(7

luswiduiildgadays FTP-only (Shafi et
al., 2006) %aLi‘Ju@@ﬂTagaf’gﬂﬁagaﬁﬂaﬂmmm;@

2 a A

Taya KDD-99 Tmﬁwmww:iagaﬁumimama
szuuinIernedreluslanan FTP  (port 21) lu
ITu3T8v 09 Shafi LazAme (2006) ldvinn13aa
FIUINAUANEUZAADILARD 29 QUAN ML
X = {x1,%p, ., Y21} (TMAN 41 quadnsuz) lag
Usznaudiugmansmzuuudyanu ol (symbolic)
LUUGILaUAaLilay (continuous) WATLLUAILAY
(discrete) Qmé’nwm:ﬁLﬂuLmué'tyﬁnwnﬂﬁﬁwms
Ysulhduaiaurion %é’amﬂﬁf’uﬁwmiﬂ%'umlunﬂ

aoanuoeliiidag lugaaaud 0 fia 1 (normalization)

q

° A

FwInIzD U aaiagalwgafeaﬁm FTP-Only in13

nzAnuaaITeazifoaluansen 6

o o N1INILANYA7
N1INITIYAIVAIVDYA 3N
Normal DoS R2L Probe U2R
FIUIBLLDN 495 161 954 7 18 1,635
Aatdusooaz 30.28 9.85 58.35 0.43 1.10 100

ITUVUATRIUMIYNINNU AW
TATI8ILRZNNTANUDAITZULUATIAIY MIYNINe

U v Y o e dl
g\pfam"l,ﬂml,auaml,l,amslumWﬂ 2
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FTP-Only Data Set
B = {by, by, b3, ..., by}

Xi
\4
[

¥ ¥ X
Py = {4y, (%), A, (60, Ay (%), wees Ay, ()}

Parameters Quantization

AN 2 NSFauY ?JGS?.:UUT’]”ISG]E’MHTUﬂ']ﬂ.qlﬂ?ﬂﬁ'ﬁa’?Lﬁ%a

NN BBeITEUULLIaantT% 3 FIBAYULEAY
da'lui

1) gadaya FTP-Only F9Usznavudy 21
auanuas B = {b}, b, .., by} uszll 1,635
18819

2) THADHNNTAIMUATEGUAINNAALNE
(Abnormal Quantization: AQ) LY 21 Aosdnwa
lasvhudazquansme (Toya 1 §&) lddszanana
@28 NRS Lﬁaﬁmumammquanﬁumsqﬂ;ﬂ
(eadasany taatdn3zdd waztradalnd) a1

fenun 6 anunlsWaritu As(x;) warduinnig

v q, et dv
LUNINRRAOIU
000, wn x; aglwaalaeadiy
| 001, wn x; ay;'l,ummfhsﬁa usz w(x;) = Normal
| 010, win x; aglwaaihe=t usz w(x;) # Normal
AB(XI-) = 4 011, wn x; aglwaafaund uaz NDg(x;) = DoS 17)
| 100, wn x; aglwaefiadnd uaz NDg(x;) = Probe
| 101, wn x; ay;'l,um@ﬁﬂﬂna usz NDg(x;) = U2R
k110, win X; aglwafiaund uaz NDp (x;) = R2L

Wa AB(x;) Ae Wekduimuaszauauialnd
(Abnormal Quantization: AQ) V83A38819 X; Tu
Qmé’nwm: B
e = Yo o v dlﬂl a

3) MiFpuituundzian dmihniudune

& o & a o
LALAa3 P Lm"l,ﬂﬂs:maNammumumﬂmug
289 XCS Lia Bunaanat P aivaudanaiia

AILRAI AW 3

12

C, the conditional attributes
D, the decision attributes

Xx;, the sample in universe
Pe{}
For each BE€C
compute &D
compute N_BD
compute NDg(x;)
0 Pe<PU{z(x)}
1 Return P

P o oo Jo 0w N

nwi 3 daneifiuraInisieganiniiined

G/ a K v a 6 A‘ v v
08N03NUNIFTNTANINTLADT P TUAUAIY
fnuald P 1uiraing (UITnad 5) seuiuluuday
iaumiﬁwmmzeﬁwLﬁumiﬁm%'mwiaxﬂmé'ﬂwmz
(UTINan 6) dMnILudazmANEME B ALiARNIT
WV AUTZAN AN (UTINQN 7) [walTeunmun

o A o A ' v A
(u3Iriafl 8) uazaanadadulazasirugalndifn

d‘ o a Y
NDg(x) \WWaldlunsinuawalasany il
321 UazlwadaUn@ (USIIan 9) AvadnmanEue
mumiﬁmumﬁauﬁagﬂLﬁm“ﬁﬂﬂ P (U3371@ 10)

dgarinpues P azgnasdulddsgion (uvsvia 11)

s W
NanN13Yvel
a v d;’ Y o a a
Tun193uilarinnsnagaulszansaiwle

miﬁ‘hLLuﬂwqaﬂﬁmaa;ﬁ“ﬁmuﬂna (Normal User)
WazHUNIN (Abnormal User) gatayafisanlslu

NINAROU fAa @ﬂiaga FTP-Only Tﬂmmagmm‘u
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wo@nysueaniiu 5 3wy (Normal, DoS, R2L,
Probe, kaz U2R) @4u&adlans199 6 inmsnasay
UuéﬁL'%ﬂufi‘huumh:mm‘hmu 6 @2 leun RF
(Random Forest) C4.5 MLP(Multi-Layer Perceptron)
Naive bays RBF(Radial Basis Function Network)
ae XCS (eXtensive Learning Clasifier System)
] & ad A ) v
mInaasdutseaniu 2 n3aAT Ae 1) dgadeya
FTP-Only ﬁuaﬁulﬁéﬁL’%ﬂujﬁl“muﬂﬂinnﬂﬁa 6 A2
° a [y ° a aad, L.
Ynsiseuiuazdiuun (3ennvInAshin Original
Method (Org.) Uaz 2) W TATBNANINIBNTZLINAT
° [ A ad o P
fAmuaszauanuialndniiauwe (@aunish 16)
lasrwuad & = 0.002 (aun13f 1) fauviaslw
> = Y o g: > ° = v
aTeuIiuundizianny 6 avinisiseuiuaz
Fuun 13unnTINITHIN Proposed Method (Prp.)
minazeuszuuldlysunsy weka (Lan and Eibe
2005) 1183T% 3.4 @83T 10-fold cross validation
mii’ﬂﬂi:'ﬁw'ﬁmwmmu@ia:ﬁaﬁwjﬁmuﬂ
U321AN1991N 7 @239@ belA 1) TP Rate (True
Positive Rate) #3881332138n3161 Recall Ldun1s
o v A A a
mmmmminlumiﬂuﬂuma%mmgluammm
lagwildandanainsasnisiwsdayafaglu
ﬂmaa’%avlﬁgﬂﬁauﬁUuﬁuﬁwmufm%mﬁwmmaa
ARNFIII mmmﬁwmmﬂﬁmngm TP Rate = TP/
(TP+FN) 1ila TP faf1 True Positive Laz FN fladl
False Negative 2) FP Rate (False Positive Rate)
L UN137TA80INIFIRANNAANAIA LU TR WY
v d‘ ] k3 ] a o v
Fayanlildadluaaiaass lavdrwrnldangas
FP Rate = FP/(FP+TN) t{a FP fa¢ False Positive
waz TN A6 True Negative 3) Precision LHun1s
i’@mmmjm‘maqmiﬁwmwﬁagaﬁagiluamm’%a
lagwildandanainsasnisiuwsdayafaglu
ﬂmaﬁl’%avlﬁgnﬁamﬁmﬁ'm‘hmuﬁagaﬁﬁmwdﬂ
L naARIRATININNG mm‘mﬁmam‘lﬁmngm
Precision = TP/(TP+FP) 4) F-measure tIJun137a
@hmmmjuﬂﬂmg}mnwaLaﬁwaq Precision 718y

AU Recall mmmﬁwmmﬂﬁmngm F-meature =

13

(2 * Precision * Recall)/(Precision + Recall) 5)
Corrected Classify (CC) ﬁm‘hmui@yaﬁayﬂuﬂma
a'%a‘ﬁ'ﬁwmﬂvlﬁgnﬁaa 6) Incorrected Classify (IC)
fa ﬁ‘hmuiaﬂa‘ﬁ'aQluamaﬁaﬁﬁwmﬂ&ignﬁm
(ﬁﬂmmimgﬂmaﬁu) uae 7) Accuracy LIun1s
'ﬂi:Lﬁuﬂi:ﬁ‘ﬂ%ﬂ’]‘wf‘l"liﬁ]aﬂLLuﬂiJi:mWﬁaHE\II@]HS’J&I
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Accuracy = CC/IC
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YBITTUUNS 7 $28IA0IUAANTINATNNINARES
(Org. waz Prp.) Iﬂﬂi:qﬂi:ﬁﬂ%ﬂﬂwﬁﬂuﬁhd 9 VDI
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Probe L&z U2R 3MNKNANIINARAINLIT ANUFINITD
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Twnsdnunnwg@nssu  Normal A5n13NKLaWe

(Prp.) fiszEnTnwnilandniinisnldgadays
FTP-Only eiuasu (Org.) ﬁauﬁiﬂué’aﬁyuiﬁ‘huuﬂ
1321AN C4.5 N335 Org. 9zidn TP Rate (0.980)
gdmfﬁmm’?ﬁ Prp. (0.978) udilafasondssansnm
nsswundayalassiunnaaiauds n3Inis Prp.
9:8 Accurary (98.899) 89n31n33W3% Org. (98.532)
ANNATDIUMITUUN RO ANITUNTYNINULY
DoS uaz R2L n338AD Prp. Juse@ninwinitanin
n33wds  Org. lunnaaFeuisuundszian du
ANNATDIUMITUUN RO ANITUNTYNINULY
Probe Waz U2R n9n5303% Org. uaznssudt Prp. &
drzanTawlderanuin mmmﬁaammm‘hmu

YAA288192093UULUNYANTTUMTUATANG 2
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A13190 7 MaIuu mUﬂixﬁw%mwiumﬁwLLuﬂwnamsumsqngn

Attack type Normal DoS R2L Probe U2R Accuracy
m Org Prp. Org Prp. Org Prp Org Prp Org Prp Org. Prp.
RF TP Rate 09 099 1.0 10 09 09 07 08 07 06 987 99.2

FP Rate 0.0 000 00 000 00 00 00 00 0.0 0.0 77 66
Precision 09 099 09 099 09 09 07 08 06 0.7
F-measure 09 099 09 099 09 09 07 08 07 06
Corrected 487 494 161 161 949 951 5 6 13 11
Incorrected 8 1 0 0 6 4 2 1 4 6
C4.5 TP Rate 0.9 097 09 10 09 09 07 10 07 1.0 985 98.8
FP Rate 0.0 0.0 0.0 00 00 00 00 00 00 00 32 99
Precision 0.9 1.0 0.9 10 09 09 08 07 06 0.6
F-measure 09 098 0.9 10 09 09 07 08 07 0.7
Corrected 485 484 160 161 948 948 5 7 13 17
Incorrected 10 11 1 0 7 7 2 0 4 0
Naive TP Rate 09 098 1.0 10 06 09 10 10 08 02 755 98.7
bays FP Rate 0.1 0.0 0.0 00 00 00 00 00 01 o0.0 35 77
Precision 0.7 1.0 1.0 10 09 09 10 07 00 0.5
F-measure 08 099 1.0 10 07 09 10 08 01 0.3
Corrected 448 489 161 161 604 954 7 7 15 13
Incorrected 47 6 0 0 351 1 0 0 2 4
MLP TP Rate 09 099 1.0 10 09 09 07 1.0 08 08 982 995
FP Rate 0.0 0.0 0.0 00 00 00 00 00 00 o0.0 26 1
Precision 0.9 1.0 0.9 10 09 09 08 1.0 06 0.7
F-measure 09 099 0.9 10 09 09 07 1.0 0.7 0.8
Corrected 482 494 161 161 944 950 5 7 14 15
Incorrected 13 1 0 0 11 5 2 0 3 2
RBF TP Rate 08 099 1.0 10 09 09 07 08 00 04 897 98.6
FP Rate 0.0 0.00 0.0 00 01 00 00 00 00 00 25 54
Precision 08 099 1.0 10 08 09 10 07 03 04
F-measure 08 099 1.0 10 09 09 10 08 01 04
Corrected 398 490 161 161 902 949 5 6 1 7
Incorrected 97 5 0 0 53 6 2 1 16 10
XCSs TP Rate 09 099 1.0 10 09 09 08 10 07 09 983 99.7
FP Rate 0.0 0.0 0.0 00 00 00 00 00 00 o0.0 49 55
Precision 0.9 1.0 1.0 10 09 09 08 10 06 0.8
F-measure 09 099 1.0 10 09 09 08 1.0 0.7 0.9
Corrected 488 494 161 161 940 953 6 7 13 16
Incorrected 7 1 0 0 15 2 1 0 4 1

GEE NN NaNNTUIINNALARIVDIAN

F-measure Iﬂm’;&lnﬂﬂma (Normal DoS R2L

v o

Probe lLaz U2R) Lme-ﬁﬂuﬁémuﬂﬂs:mﬂ XCS

a v

falwingengadndis (@1aaznanldinin xcs &
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AuAutayanauiIugs) unda XCS iuduu
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ngaaiisunuauuiiuuwndssinn RF C4.5

Naive bays MLP Laz RBF



o A

NI NNAURS (nenemaasuazinalulad) U7 20 atuf 2 nangnau - Swnay 2560

a '3
dyduasiansniug
ITULATIRIUMIYNTNRUINTANUEATY

£ o o A % ' o A
VNUUANEINY Luaamﬂmagamnmi‘lﬂgﬂaami
o A ' a & & A A o &
NwHIuLATEINEBULNDILAA TI0199H s aan
%ﬁﬂﬂ:ﬂuaglunéu;ﬁ%muﬁumaiﬁm anng
sUuuwrImIynIniLIwADluuuNMaINRaTe

J = o = > g; v a
VNTwL I us1au muumsﬂs:qn@ﬂ%mamma

a o A o . . k4
nILILUILAIDIINT (Machine Learning) 31&373
ixuumwfﬁ'umsqn;nﬁmmmﬂ%’uﬁaLm"l,'ﬂmm
EULLuumiqﬂgmmulmj 9 ledadunaunladn
AH1ININ ANNANIINAR DI L URITORINHIUN

a

wuiwé’aﬁmuf"nmﬂﬂﬁ:mﬂ XCS vHuaa3un

e 2ol

(7
a a o o =1

o aaAa Aa
Fuundszianifdzdninmgs asulunuidedh
%d"lﬁﬂi:qnm‘lﬂﬁﬁaL%Uuiﬁ‘hl,mﬂﬂi:mw XCS 1#®
v o ' =3 s A v
#3193z 0UATIITUMIYNIN B lafaua-Suug

FnndIziAn XCS "Lé’gﬂaammu mlﬁ‘l‘*ﬁﬁum

'
=

Tayanidudluwd (Binary) niadflidaifios

LNThI sl,wnm:ﬁ"gﬂiaga@ngﬂ KDD-99 Lﬂum

TaNaNEN (mixture feature) 3zRIN9ANGaLHhaILAS

U

dludalitas aaun T gatays KDD-99 Rl&i

nuaL L’%Wjﬁ‘huuﬂﬂi:mﬂ XCS 33d03vndanIa e

a '

L% (discretization) \FuriawNauLastayaaindr

'
' =

mamaavlmﬂwﬁagavlaj@imﬁaa FINTTUIWNT
£y

AINA11071923 N AL AANITE Lﬁmhamimaq"gﬂ

U
v v L= ]

nlvm Y o v s
Wingh Ap39 leitananislongwg
nwagugalndifies (NRS) wdszyndlslu
& o a = o @ a
mu@]aumaamu‘m@ammvl,m-mumma%m TauiSen

i . p X .
NUIRNIINRILERAT BN IR TRIN “13inne
J2AUANNAAUNG” (AILFAIlUAIND 2 uazaung
d' AV o aa A o g &
1 16) waf leaniTmIsniauafinanannandn
ma‘uﬂmiagaﬁiaLﬁaavlﬂLﬂmTa%Javl,sj@imﬁaméh
ﬁuﬂ'uilumm%nmmL@iuﬁmaaﬁagalmma:

v

Qmaﬂwmxﬁﬂ AU IMNNINIINA[ DI LL’N@GIﬁL‘ﬁ%’J"]

2

Waih a%Jaﬁvl,ﬁchum:mumsﬁmum:@‘i’umm

'
o

ﬁﬂﬂﬂaﬁmmuavlﬂl**ﬂuﬁaL'%ﬂuﬁﬁ‘imuﬂﬂszmﬂ
F119% 6 @7 leun RF C4.5 MLP RBF XCS W&z

Naive bays U31ngirdassuiiunndszianng 6

15

vadad A

AAMITEUIN muuamﬂizﬁﬂ%mwhmﬁﬂ LN

U

a a &
Wq%ﬂiimﬂ?iqﬂ?ﬂ PNNANY

1@N&13919D9

Aghdam, M.H., Ghasem-Aghaee, N., and Basiri,
M.E. 2009. Text feature selection using
ant colony optimization. Expert Systems
with Applications. 36: 6843-6853.

Barto, A. G., Sutton, R. S., Anderson, C. W. 1983.
Neuron like adaptive elements that can
solve difficult learning control problems.
IEEE Transactions on Systems Man and
Cybernetics. 13(5):834-846

Blum, A.L., and Langley, P. 1997. Selection of
relevant features and examples in machine
learning. Avrtificial Intelligence. 97: 245-271.

Bull, L. 2014. Applications of Learning Classifier
Systems. Germany: Springer.

Cui-Juan Liu. 2007. The Application of Rough
Sets on Network Intrusion Detection.

Proceedings of the 6th International
Conference on Machine Learning and
Cybernetics. Hong Kong, pp.19-22

Dash, M., and Liu, H. 1997. Feature selection for
classification. Intelligent Data Analysis:
An Intl J. 1(3): 131-156. Deogun, J.S.,
Raghavan, V.V. and Sever, H. 1995.

Exploiting upper approximation in the
rough set Methodology. Proc. First Intll
Conf. Knowledge Discovery and Data
Mining.

Dhakar, M., Tiwari, A. 2013. A New Model for

Intrusion Detection based on Reduced

Error Pruning Technique. International

Journal of Computer Network and

Information Security: pp. 51-57.



NI NNAURS (nenemaasuazinalulad) U7 20 atuf 2 nangnau - Swnay 2560

Dowell, C., and Ramstedt, P. 1990. The Computer
Watch Data Reduction Tool. Proceedings
of the 13th National Computer Security
Conference, Washington, D.C.

Farid, D. M., Harbi N. and Rahman M. Z. 2010.
“Combining naive bayes and decision
tree for adaptive intrusion detection”,
International Journal of Network Security
& Its Applications (IUNSA), 2(2): 12-25

Habra, J., Charlier, B., Mounji, A., Mathieu, I.
1992. ASAX: software architecture and
rule based language for universal audit
trail analysis. Computer security, Proc. Of
ESORICS 92, Toulouse.

Hassanien, A. 2004. Rough set approach for
attribute reduction and rule generation: A
case of patients with suspected breast
cancer. J. Am. Soc. Information Science
and Technology. 55(11): 954-962.

Hettich, S. and Bay, S. D. 1999. The UCI KDD
Archive. Irvine, CA: University of
California, Department of Information and
Computer Science. http://kdd.ics.uci.edu

Holland, J. H. 1975. Adaption in Natural and

Artificial Systems. The University of
Michigan Press. Ann Arbor.

Holland, J.H. (1976) Adaptation. In R. Rosen &
F.M. Snell (eds) Progress in Theoretical
Biology, 4. Plenum.

Hossein, S. 2009. Anomaly Intrusion Detection
System Using Information Theory, K-NN
and KMC Algorithms. Australian Journal
of Basic and Applied Sciences: 2581-

2597.

16

Hu, Q. H., Yu, D., Liu, J. F., Wu, C. 2008.
Neighborhood-rough-setbased
heterogeneous feature subset selection.
Inf. Sci. 178(18): 3577-3594

Hu, Q., Pedrycz, W., Yu, D., Lang, J. 2010
SeSelecting Discrete and Continuous
Features Based on Neighborhood Decision
Error Minimization. IEEE Trans Syst Man
Cybern B Cybern. 40(1): 137-150

ligun, K., Kemmerer, R. A., Porras, P. A. 1995.
State Transition Analysis: A Rule-Based
Intrusion Detection. IEEE transaction on
software engineering 21 (3):181-199.

Jensen, R. and Shen, Q. 2004. Semantics-

preserving dimensionality reduction: rough

and fuzzy-rough-based Approaches. |EEE

Trans. Knowledge and Data Eng. 16(12):

1457-1471.
Kim, Y., Street, W. and Menczer, F. 2000.
Feature selection for unsupervised

learning via evolutionary Kira, K. and
Rendell, L. 1992. A practical approach to
feature selection. Proc. Ninth Int'l Conf.
Machine Learning.

Kohavi, R. and John, G. H. 1997. Wrappers for
feature  subset  selection. Artificial
Intelligence. 97(1-2): 273-324.

Lan, H. W. and Eibe, F. 2005. Data mining:

practical machine learning tools and

techniques 2™ Edition. Morgan Kaufmann.
Lee, W., Stolfo, S. J. and Mok, K.W. 2000.

Adaptive intrusion detection: a data

mining approach. Al Rev. 14(6): 533-567.



Memon,

NI NNAURS (nenemaasuazinalulad) U7 20 atuf 2 nangnau - Swnay 2560

V. I. and Chandel, G. S. 2014. “A Design
and Implementation of New Hybrid System
for Anomaly Intrusion Detection System
to Improve Efficiency”, International Journal
of Engineering Research and Applications

(IJERA) ISSN: 2248-9622, 4(5): 01-07.

Muda, Z., Yassin, W., Sulaiman, M. N., Udzir, N.

. 2011. Intrusion Detection based on K-
Means Clustering and Naive Bayes
Classification. 7th |IEEE International

Conference on IT in Asia (CITA)

Mun, G. J., Noh, B. N. and Kim, Y. M. 2009.

Enhanced stochastic learning for feature
selection in intrusion Classification. Int’l J.
Innovative Computing, Information and

Control. 5(11): 3625-3635.

Om, H. and Kundu A. 2012. “A hybrid system for

Pan, Y.,

reducing the false alarm rate of anomaly
intrusion detection system”, Recent
Advances in Information Technology
(RAIT), IEEE International Conference on
Print ISBN:978-1-4577-0694-3, March 15-
17, pp. 131-136

and Billings, S. A. 2008. Neighborhood
detection for the identification of
spatiotemporal systems. |EEE Trans.
Syst.,, Man, Cybern. B, Cybern. 38(3):
846-854

Parthalain, N., Jensen, R. and Shen, Q. 2010. A

Pawlak,

distance measure approach to exploring
the rough set boundary region for
attribute reduction. IEEE Transactions on
Knowledge and Data Engineering. 22(3):
305-317.

Z.1982. Rough sets. Int. J. Inf. Comput.
Sci. 11: 314-356.

Pawlak, Z. 1991. Rough sets: Theoretical aspects

of reasoning about data. Kluwer Academic

Publishing.

17

Power, R. 2002. CSI/FBI computer crime & security

survey. Computer Security Journal. 18(2):

7-30.

Red, S., Selvakumar, M., and Sureswaran, R.

2013. Intrusion Detection System in IPv6
Network Based on Data Mining Techniques-
Survey. Proc. Of the Second Intl. Conf.
On Advances in Computer and Information

Technology (ACIT): 130-134.

Richardson. 2009. 14th Annual Computer Crime

Security Survey Executive Summary, CSI
Computer Crime and Security Survey:
[Online] Available at: http://www.gdais.com/
index.cfm?acronym =news, [Accessed:

September 16, 2010].

Roesch, M., 1999. Snort - Lightweight Intrusion

Detection for Networks. 13th USENIX
Conference on System Administration,

USENIX Association: 229-238.

Sandeep, K., Eugene H. S. 1994. A Pattern

Matching Model for Misuse Intrusion
Detection. Proceedings of the 17th
National Computer Security Conference.

pp. 11-21, Baltimore MD, USA.

Shafi, K. H., Abbass, H. A., Zhu, W. 2006. An

adaptive rule-based intrusion detection
architecture. The Security Technology
Conference, the 5th Homeland Security
Summit.

September 2006: pp. 345-355

Canberra, Australia, 19-21

Shafi, K. H., Abbass, H. A., Zhu, W. 2006. The

role of early stopping and population size
in XCS for intrusion detection. T.-D.
Wang, X. Li, S.-H. Chen, X. Wang, H.
Abbass, H. Iba, G. Chen, X. Yao (Eds.),
Evolution and

Simulated Learning.

Springer, Berlin/Heidelberg



NI NNAURS (nenemaasuazinalulad) U7 20 atuf 2 nangnau - Swnay 2560

Shafi, K. H., Abbass, H. A., Zhu, W. 2007.
Intrusion  detection with evolutionary
learning classifier systems. Natural

Computing, December 2007.

Shafi, K. H., Abbass, H. A., Zhu, W. 2007. Real
time signature extraction during adaptive
rule discovery using UCS. Proceedings of
the |EEE Congress on Evolutionary

Computation (CEC’07). Singapore, 25-28

September 2007. IEEE Press: pp. 2509-

2516

Shafi, K. H., Abbass, H. A., Zhu, W. 2009.
Intrusion  detection with evolutionary
learning classifier systems. Natural

Computing. 8(1): 3-27

Shang, W., Huang, H., Zhu, H., Lin, Y., Qu, Y.
and Wang, Z. 2007. A novel feature
selection algorithm for text categorization.

Expert Systems with Applications. 33: 1-5.

18

Teresa, F. L., Jagannathan R., Rosanna Lee,
Sherry Listgarten, David L. E., Peter G.
N., Harold S. J., Al Valdes. 1998. IDES:
The Enhanced Prototype - A RealTime
Intrusion-Detection Expert System. Technical
Report SRI Project 4 185-010, SRI-CSL-
88.

Vaccaro H. S. and Liepins G. E. 1990. Detection
of anomalous computer session activity.
Proceedings IEEE Symposium on Security
and Privacy: pp. 280-289

Wang, H. 1999. Nearest neighbors by neighborhood
counting. IEEE Trans. Pattern Anal. Mach.
Intell. 28(6): 942-953

Wilson, S. W. 1995. Classifier Fitness Based on
Accuracy, Evolutionary Computation. 3(2):

149-175



